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The New Security Perimeter Is No Longer
The Network. It Is Identity.
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The security perimeter has moved from network location to identity, permissions and

continuously evaluated trust.

For many years, cybersecurity was built around a relatively simple assumption.

If something was inside the corporate network, it was generally trusted. If something was outside the

network, it required additional validation.

Security architecture reflected this thinking.

Firewalls protected the perimeter. DMZs separated internal and external services. VPNs extended

trusted access to remote users. Network segmentation limited lateral movement. IP addresses provided

context. Location determined trust.

The network was the security perimeter.

It was a model that served organisations well for decades.

But that world no longer exists.

The Perimeter Has Moved

Applications no longer live exclusively inside the data centre. Users no longer work exclusively from

corporate offices. Data no longer remain exclusively within internal systems.

Employees work remotely. Applications run in public cloud environments. Business processes rely on

SaaS platforms. Partners integrate directly through APIs. Developers deploy workloads across multiple

cloud environments. Artificial Intelligence agents execute actions autonomously.

Increasingly, organisations do not know where the next access request will originate.

A home broadband connection. A mobile network. A cloud workload. A third-party platform. An

automation process. An AI agent.

The traditional question was:

“Are you inside the network?”

The modern question has become:

“Who are you, and should you be allowed to do this?”
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That change is far more significant than many organisations realise. Because it changes the very

foundation of how trust is established.

The Industry Is Moving From Network-Centric Security To
Identity-Centric Security

The industry is undergoing a fundamental shift.

For years, cybersecurity strategies focused heavily on protecting networks. Build stronger firewalls.

Improve segmentation. Reduce exposed services. Protect the perimeter.

Today, identity increasingly becomes the first line of defence.

Authentication happens before connectivity. Authorisation happens before transactions. Conditional

access decisions happen before applications become accessible. Trust decisions happen before data

moves.

Identity has effectively become the new security perimeter.

Not because networks are no longer important. But because identity now determines whether access

should be granted regardless of where the request originates.

Inside the office. Outside the office. Inside the cloud. Outside the cloud.

Identity follows the user. Identity follows the workload. Identity follows the application. Identity follows

the data.

The perimeter has moved from location to trust.

Human Identities Are No Longer The Majority

For decades, identity management focused primarily on people. Employees. Administrators.

Contractors. Partners. Customers.

Those identities remain important. But they are no longer the majority.

Modern organisations increasingly operate with identities that never sleep, never take annual leave, and

never complete awareness training.

Service accounts. Application identities. API credentials. Containers. Microservices. Automation

platforms. Cloud managed identities. Workload identities. AI agents.

The fastest growing identity population in many organisations does not belong to humans. It belongs to

software.

In many environments, machine identities already outnumber human identities by a significant margin.

Yet governance discussions often continue to focus almost exclusively on employees and privileged

administrators.

That creates a blind spot.
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Because attackers do not care whether an identity belongs to a person or a process. An identity with

privileges is still an identity with privileges.

Identity Is Becoming The Primary Attack Surface

Attackers understand this shift very well.

Compromising a modern firewall is difficult. Compromising an identity is often significantly easier.

A stolen session token. An exposed API key. A forgotten service account. An overprivileged application

identity. A cloud workload with excessive permissions. A machine identity with no ownership. An AI

agent with unrestricted access to corporate data.

Increasingly, attackers are not breaking into systems. They are logging into them.

Once trust is established, systems willingly open their doors. The attacker no longer needs to bypass

controls. The controls recognise them as legitimate.

The challenge is no longer intrusion. The challenge is impersonation.

Zero Trust Is Fundamentally An Identity Strategy

Zero Trust is often misunderstood as a network architecture initiative. In reality, Zero Trust is

fundamentally an identity strategy.

Never trust. Always verify.

That verification increasingly revolves around identity.

Who is requesting access? What device are they using? Where are they connecting from? What

resource are they attempting to access? Is the behaviour normal? Should additional verification be

required? Should access be restricted? Should access be monitored more closely?

Trust becomes dynamic. Trust becomes contextual. Trust becomes continuously evaluated.

Identity becomes the mechanism through which that trust is established and maintained.

AI Agents Introduce A New Identity Challenge

Perhaps the most interesting development in recent years is the rise of AI agents.

Unlike traditional software, AI agents may read information, make decisions, invoke tools, access

systems, trigger workflows, execute transactions and communicate with external services.

To perform these actions, AI agents require identities. Permissions. Tokens. Credentials. Roles.

Policies.

An AI agent without permissions is harmless. An AI agent with excessive permissions becomes an

unmanaged privileged identity.

This is why one of the most important questions in AI governance is no longer:
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“What can the AI do?”

The more important question becomes:

“What is the AI allowed to do?”

Because the real risk is rarely intelligence. The real risk is permission.

Security Architecture Is Becoming Identity Architecture

Security architecture discussions increasingly revolve around identity.

Identity Governance and Administration. Privileged Access Management. Conditional Access. Machine

identities. Secrets management. Identity federation. Workload identities. AI identity governance.

The future security architect may spend less time discussing network zones and more time discussing

trust relationships. Because trust increasingly follows identity rather than location.

The architecture challenge therefore changes.

“How do we protect the network?”

But:

“How do we govern trust?”

Questions Every Architecture Review Should Ask

When reviewing modern architectures, several questions become increasingly important.

Which identities exist within this solution?

Which identities are privileged?

Who owns those identities?

How are credentials protected?

How are permissions reviewed?

How are secrets rotated?

How are machine identities governed?

How are AI agents controlled?

What happens if an identity becomes compromised?

These questions often reveal more risk than another firewall diagram ever could. Because increasingly,

security incidents do not begin with compromised infrastructure. They begin with compromised trust.

Final Thoughts
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The security perimeter has not disappeared. It has moved.

From networks to identities. From locations to trust decisions. From IP addresses to permissions. From

connectivity to authorisation.

The organisations that succeed in the coming years will not necessarily be those with the biggest

firewalls. They will be the organisations that understand, govern and continuously validate identity.

Because ultimately, the new security perimeter is no longer the network. It is identity.

Question assumptions. Share knowledge. Build trust.


